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Ipyroun ypoBeHb yrnipaBieHus

Knéepyrpo3sbl onacHbl 4718 KOMMaHWi Nto60M BennynHbl. OIHaKO KPYMHbIE KOPMopaLmy XOpPOLLO
NOArOTOBJ/IEHbI K aTakaM — OHM 06/1aAatoT O6LUMPHbBIM LUTAaTOM CNeLMannCcToB Mo 6€30MacHOCTH
M MOCTOSIHHO MHBECTUPYIOT B YKPEnIeHWe NeprMeTpa 3aLmTbl. 3Hast 06 3TOM, KMHGepnpeCTYMHUKM
BCE Yallle aTaKyT He6O/bLUME KOMMAHNK, KOTOPbIE PACLIEHNBAOT Kak Nerkyto Ao6bIvy.

NMoppepxmBaemblie
nnatpopmbl

* KomnbtoTepsbl Ha 6a3e Windows®
o ®Qannosblie cepsepbl Windows
e Mo6unbHble ycTporncTea Android™ n iOS®

[oTOBOE peweHune

Pe3ynbTaTOM OAHON-€ANHCTBEHHOW aTakM Ha HEMOArOTOB-
JIEHHYIO K OTPaXeHM IO Yyrpo3 KOMMaHUIO MOTYT CTaTb:

e [loTeps LLeHHbIX JaHHbIX, B TOM YMC/e CBEAEHW,
COCTaBASIOLLMNX UHTENNEKTYaNbHYIO CO6CTBEHHOCTb

e YTeyka KOHOMAEHUNANBHON MHPOPMALIMU O KNNEHTAX
M COTPYAHMKAXx

e HapyleHune 6U3HeC-NpPOLLEeCCOB, YTO HaMpPAMYyIO BIMseT
Ha NpU6bIBHOCTL 6M3Heca

Manbin u cpegHn 61M3HEC B OTANYME OT KPYMHbIX KOpNopa-
LM HE MOXeT NO3BONIUTb cebe MMETb B PacrnopsXeHUm
poporocToswyto IT-cnyx6y. OH HyX4aeTCs B FOTOBOM
peLleHnn, KOTOPOE NMPOCTO YCTAaHOBUTb M KOTOPbLIM MPOCTO
YMpaBAsaTb — Ha MecTe UK yaaneHHO. IMEHHO Taknm
peweHnem asnseTcs Kaspersky Endpoint Security Cloud.

3awmTa BCcex yCTPOUCTB

Mpu3HaHHbIE TEXHONOTMN MUPOBOTO YPOBHS 3aLLMLLAIOT
pabouune CTaHUMKW, HOYTOYKM 1 haioBble CepBepa

Ha 6a3e Windows OT M3BECTHbIX N HEWM3BECTHbIX Yrpo3,

B TOM YMC/E OT WMPPOBANbLINKOB N APYTUX TUMOB
nporpamm-sbiMoratenemn. besonacHocTb o6ecneymBaeTcs

Ha MHOXXeCTBe YPOBHEN — 3alinTa OT BpeaoHocHoro O
$annoB, MOYTOBbLIX CEPBEPOB U UHTEpPHEeT-TPadUKa
pononHgeTcs TakuMm 3QHGEKTUBHBIMU TEXHONOTUSM,

kak CeTeBOW 3KpaH, 3allunTa OT CeTeBbIX aTak N MOHUTOPUHT
cucTembl. PelleHne npeaBapmnTebHO HACTPOEHO C yYeTOM
peKkoMeHaaumMin akcnepToB «JlabopaTopunm Kacnepckoro».

LleHTpann3oBaHHoOe
ynpaBieHune

Bce dpyHKLUNM 6€30MaCHOCTU MOTYT 6bITb HACTPOEHDI

1 pa3BepHyTbl U3 eANHON KOHCON Ha BCEX YCTPOMCTBAX —
paboumx cTaHUmMax Ha 6a3e Windows, HoyT6ykax, ¢arnoBbix
cepBepax U MOBUIbHbBIX YCTPOMCTBaxX Ha 6a3e Android
niOS. bnarogaps npocToMy 1 yaobHOMYy nHTepdbency

Bbl CMOXeTE 6bICTPO HACTPOUTbL MOANTUKM U MPUMEHNTb
NX KO BCEM PaboyYnNM MecTam.

TmMékoe obnavyHoe
AAMUHNCTPUPOBAHME

Bcerna rotoBas k pa6oTe o6nayHas koHconb Kaspersky
Endpoint Security Cloud no3sonseT aaMMHNUCTPaTOpamM
NPUMEHNTb U U3MEHATb 3aLLNTHbIE YHKLNU BYKBaNbHO

C Mo60ro yCTPOMCTBA, MOAKIOYEHHOTO K UHTEPHETY.
3T0 0CO6eHHO YAO6HO, eCin Yy BaC HET CUCTEMHbIX aAMMU-
HWCTPATOPOB, KOTOPbIE MOCTOSIHHO HaxoAATCs B oduce.

bnaronaps Tomy, 4TO KOHCONb O6MIAYHas, BaM HE NpUAETCS
NMOKynaTb M O6CNYXMBaTb LOMONHUTENbHOE O60OPYAOBaHME,
a NepBOHaYasbHble HACTPOWKM BbIMONHAOTCA NpeaAenbHO
6bICTPO.



OCHOBHbIE BO3MOXHOCTH

KOHTpOnb AOCTYyMNa K yCTpoOUCTBam
N NHTEPHETY

VIHCTpYMEHTbI KOHTPONS YCTPOWCTB MO3BOISIOT ONMPEAENNTD,
KaK1UM yCTPOMCTBaAM pa3speLlleH 4OCTYM K KOPNOPaTUBHOM
ceTu. B To ke Bpemsi Be6-KoHTponb nomoraeT 3agaBaThb
NOANTUKM 6€30MaCHOCTUN B OTHOLLEHWM MHTEPHETA U OTCe-
YXUBaATb MCMOb30OBaHWE BE6-PECYPCOB COTPYAHMKaMMU. Bbl
MOXeTe 3aNpeTUTb UIN OTPaHNYUTb JOCTYN COTPYAHUKOB
K OnpeaeneHHbIM CalTaM UK KaTeropmsm CanToB
(HanpuMep, coumnanbHbIM CETSAM).

[MpocToe ynpasneHune
MOGWIbHbIMU YCTPONCTBaMM

MHCTpYMeHTbI ynpaBneHns MO6UAbHbIMU YCTPONCTBaMM
(MDM) conepraT GyHKLMN, KOTOPbIE MO3BONSIOT OMNpenensiTh
napameTpbl LOCTYNa CMapTHOHOB M NaHLIETOB K KOprnopa-
TUBHOM CeTW, 3afaBaTb HacTpowkn Wi-Fi n Bluetooth,
KOHTPONMPOBATb MCMONb3OBAHNE KAMEPBI U perynnpoBaTb
MHOTrVe apyrme napamMmeTpsbl. [1py 3TOM Bam HE HY>XXHO
npuob6peTaTb OTAENbHOE PeLleHne AN yNpaBaeHus
yCcTponcTBamMu Ha 6a3e iOS — cepBep Ans ynpaBieHus
iOS-ycTponcTBaMmM yxe pa3BepHYT B O6/aKe.

3awmTa OT MOBMUIIbHBIX YrPO3

MepepnoBblie TexHONOrMM o6ecrneyeHmns 6€30nacHOCTU
MOB6UbHbIX YCTPONCTB MOMOTatloT 3aLLUMUTUTb MOBGUSbHbIE
YCTPOMCTBA OT HOBEMLUNX KN6epyrpos, B TOM Ymucae ot
NPOrpaMmm-LNPPOBaNbLLNKOB. IHCTPYMEHTb aHTUDULLIMHIA
3alMLLAOT OT KpaXku KOHGMAEHUMaNbHOM MHOOPMaL MM
VAN YHETHbBIX AaHHbIX Ha NoAAe/bHbIX CanTax. MonbITKM
HEeCaHKLMOHMPOBAHHOM NepenpoOLWNBKN HEMELIEHHO
O6HapPYXMBAKOTCA, M ANA TaKUX yCTPONCTB 61OKMpPYyeTCS
[LOCTYN B KOPMOPATUBHYIO CETb.

www.kaspersky.ru

#WNcTnHHaabe3onacHoOCTb

Kak npno6pectu

Mo Bonpocam nokynku Kaspersky Endpoint Security Cloud
MPOKOHCYNBTUPYMTECH C MapTHEPOM «JlabopaTopumn
Kacnepckoro». KoHTakTHas nHdopmaums n agpeca
napTHepPOB NpeACTaBAEHbl Ha HaLLeM CalTe B pasaene
http://www.kaspersky.ru/find_partner_office

© AO «JlabopaTtopus Kacnepckoro», 2017. Bce npasa 3almuieHsl.
3aperncTpupoBaHHble TOBapHbIE 3HaKW U 3HaKW O6CNYXUBaHUSA ABASIOTCS
CO6CTBEHHOCTbIO MX NpaBoobnasaTenent. Windows — ToBapHbIi 3HaK
Microsoft Corporation, 3apernctpupoBaHHbii B CoeanHeHHbIx LUTaTax
Amepukun n B Apyrux ctpaHax. Android — ToBapHbIt 3Hak Google, Inc.

iOS - 3aperncTpupoBaHHbIi B CoeanHeHHbix LUTatax AMepuku 1 B apyrux
cTpaHax ToBapHbIi 3Hak Cisco Systems, Inc. n/unu ee apPunmnpoBaHHbIX
KOMMaHWUM.

bbicTpoe pa3BepTbiBaHME
n3 obnaka

MocKonbKy BCE 3aLlUMTHbIE GYHKLIMM YNPaBASOTCS

13 o6nakKa, BaM He NPUAETCS YCTaHaBAMBATb KOHCONb
ynpaB/ieHNs Ha Ball NoKanbHbI cepBep. OHa Bceraa
[ocTtynHa Ha cloud.kaspersky.com, 1 Bbl MOXeTe NpIMo
13 06/1aKa pa3BepHyTb HEO6XOAMMOE MPOrpaMmMHoe
obecrneyeHne Ha BCe BallM KOMMbIOTEPbI, Panosble
cepBepbl U MOBUIIbHbIE YCTPOMCTBA.

3awWmTa LeHHbIX AaHHbIX — Aake
Ha NMOTEPSAHHbIX YCTPONCTBAX

Ecnn mo6bunbHoe yCTpOMCTBO NOTEPSHO MK YKPaLEHO,
Bbl MOXeTe n3bexkaTb MOTEPU BaXKHOW AENOBOW
MHbOpPMaLMn. ABMUHUCTPATOP MOXET YAANEHHO
3a610KMPOBATb YCTPOWCTBO WAWN AaxKe yAAIUTb

13 Hero BCe KOPMopaTUBHbIE AaHHbIE.

bonbwe TecToB. bonblie Harpaga.
bonbue 3aWwmnThl

Db PeKTMBHOCTb TexHONOMI «JlabopaTopum Kacnepckoro»
NOATBEPKAAIOT HE3ABUCKMbIE TECTbl U MHOTOYMCEHHbIE
Harpafbl. Tpu roga NoApsA HaWM TEXHONOTUM MPOXOAAT
60/1bllie HE3aBMCKMMbIX TECTOB UM Yalle yAOCTanBatoTCs
MepBbIX MECT, YeM peLleHUs APYTUX NPOU3BOAUTENEN
(noapo6Has nHbopmaums Ha http://www.kaspersky.ru/top3).

becnnatHag npo6Has Bepcus

[TonpobynTe peweHne 6ecnnaTtHo B TeyeHne 30 gHen —
nocetuTe cloud.kaspersky.com 1 nonyymte NpoobHYyo
Bepcuto Kaspersky Endpoint Security Cloud. Ecnn Bam
NMOHPABUTCH PELIEHNE, TO B KOHLIE MPOBHOro Nepmnosa Bbl
npocTo NpnobpeTtaeTe nnueH3uno, 1 Kaspersky Endpoint
Security Cloud npoaonxaeT B MpeXHeM pexmnmMe 3almiaTb
BaLLy KOMMaHMUIO.
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